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Abstract
The objective of this write-up is to draw attention of reliability engineers working in the field of highly popular today complex software 
systems (CSS), like, e.g., artificial intelligence (AI), large language models (LLM) and robotics engineering (RE), that when it comes 
to assuring success and safety of such systems, non-software reliability, such as the reliability of the systems’ hardware and human 
performance, are equally, if not even more, important. Two more or less typical problems are addressed here as suitable examples: 1) 
the hardware reliability of PN junctions employed in semiconductor electronics for almost a century and 2) the ergonomics-engineering 
human-in-the-loop (HITL) role in critical undertakings, when the hardware reliability of the electronic-and-photonic materials-and-
structures and human performance contribute jointly to the success and safety of an undertaking of importance. The emphasis is on the 
need for quantifying, preferably on the probabilistic basis, the possible role, significance, attributes, and challenges, associated with the 
application of the “old-fashioned” analytical (“mathematical”) predictive modeling (APM) technique, as well as on the experimental 
foundation of this technique – failure oriented accelerated testing (FOAT). 
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Introduction
Incentive Perspective
The current effort in assuring the reliable performance of 
complex software systems (CSS’s) is naturally and primarily 
focused on the systems software reliability (see, e.g., [1]). In 
our analysis, however, two critical non-software reliability 
concerns related to the successful performance of such systems 
are addressed, with an emphasis on their role in space safety 
engineering (SSE): 1) the hardware reliability of PN junctions 
used in semiconductor engineering for about a century [2-9] 
and 2) the ergonomics human-in-the-loop (HITL) role [10-

59], when reliability of materials-and-structures and human-
performance contribute jointly to the outcome of various critical 
CSS HITL undertakings. While the PN junction has been 
known for many years as an exceptionally reliable structural 
element of a semiconductor device, it is well known also that 
human intervention can bring down dramatically the overall 
performance of a HITL system of any nature. This is true even 
in the case of its functioning for a short time, when no human 
error (HE) is likely to occur, not to mention the system’s long-
term, such as, e.g., space travel, performance. The emphasis of 
our analyses is on quantifying, preferably on the probabilistic 
basis, the possible role, significance, attributes, and challenges, 
using analytical (“mathematical”) predictive modeling (PAM) 
technique. The practical implementation of this technique could 
be done based on the recently suggested physically meaningful 
and highly flexible multi-parametric Boltzmann-Arrhenius-
Zhurkov (BAZ) constitutive equation [60-74] and on the 
more general, double-exponential-probability-distribution-
function (DEPDF) [75] that should be employed when no 
thermal loading takes place. The multi-parametric BAZ’s and 
the DEPDF’s experimental foundation are of failure-oriented-
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accelerated-testing (FOAT) [76-78] type. Such testing is or 
could be carried out at one or more of the following three major 
stages of the product’s design-and-manufacturing process (put 
here in chronological order): 1) product development stage 
(e.g., temperature cycling, thermal shock, shear-off or drop 
testing), 2) design stage (suggested recently for new products, 
new technologies, or new applications of the existing products 
and technologies, when no trustworthy and effective highly 
accelerated life testing (HALT) (see, e.g., [79, 80]), nor 
acceptable “best practices” have been developed and agreed 
upon yet) and 3) burn-in testing (BIT). This type of testing is 
always of the FOAT type: its objective is to get rid of the highly 
unreliable products (“freaks”) that almost always exist in a 
just-manufactured IC product population. A successful BIT is 
supposed to get rid of the infant-mortality-portion (IMP) of 
the bathtub curve (BTC), without, hopefully, causing damage 
to the remaining, healthy, population. The multi-parametric 
BAZ constitutive equation, originally suggested in application 
to microelectronic, photonic, micro-electronics-mechanical-
systems (MEMS) and MOEMS (optical MEMS) products and 
then modified and extended in application to various HITL, 
medical, biological, aerospace, and vehicular missions and 
situations, is employed here to predict, from the FOAT data, 
the probability of failure of CSS chips and when considering 
the role of the human factor (HF) in an HITL mission or an 
extraordinary situation of importance. Application of the 
BAZ equation enables accounting for the impact of physical 
defects and process variations on the semiconductor stress-free 
activation energy (SFAE). This energy is viewed, following 
Arrhenius, as the critical reliability-physics related property 
of an IC device in general and its PN junction in particular. 
It is shown also, using BAZ equation, how the probability of 
non-failure (reliability) and the corresponding mean-time-to-
failure (MTTF) of a PN junction can be evaluated from the 
appropriate designed and correctly interpreted FOAT. The 
general concepts are illustrated by experimental data. As to 
the role of the human factor (HF) in the performance of CSS 
systems, it is shown that the HITL’s long-term performance is 
affected, for the given level of the mental (cognitive) workload 
(MWL), by the human capacity factor (HCF), and that the 
HITL short-term performance might depend, in addition to 
the long-term HFs, also on the current, temporary, short-term 
states of the human health (SoH) and mind (SoM). These could 
possibly lead to disastrous human failure. The roles of these 
factors are quantified using the double-exponential-probability-
distribution function (DEPDF) [75], a generalization of the 
multi-parametric BAZ equation, when no thermal loading 
is applied. The general concept is illustrated by a detailed 
numerical example. It is concluded, particularly, that while 
some kind of predictive modeling should always be considered 
and conducted prior to and, when possible and appropriate, 
also during HALT or FOAT of a CSS of importance, the 
“old-fashioned” analytical (“mathematical”) modeling, 
and, preferably, the one of the probabilistic-design-for-
reliability (PDfR) type, should always complement computer 
simulations: these two major available modeling tools are 
based on different assumptions and use different calculation 
techniques, and if the results obtained using these tools agree, 
then there is a good reason to believe that the obtained data 
are sufficiently accurate and, hence, trustworthy. Future work 
should address other suitable applications of the concepts and 

approaches described in this write-up, and should include, 
particularly, the development of practical methodologies 
for evaluating the probabilities of the expected field failures 
and for establishing the ultimate acceptable risks for critical 
products, technologies and applications, even beyond the 
CSS fields, with consideration, in addition to the predicted 
probabilities of the possible failures, and the corresponding 
useful life times, also the likelihoods of the consequences of 
such failures, having in mind that although the probabilities 
of the field failures cannot be high, they should not be lower 
than necessary either, but should be adequate for the given 
system, product and application: products that “never fail” are, 
as a rule, much more expensive than they could and should be. 
Numerous additional examples (case studies) could be found 
in the referenced publications.

Analytical (“Mathematical”) Predictive Modeling, Its Role 
and Significance
Although some kind of predictive modeling should always be 
carried out in an engineering analysis, it is highly desirable 
that analytical ("mathematical") modeling (see, e.g., [13]) 
complements computer simulations for critical applications: 
computer simulations and analytical ("mathematical") modeling 
are based on different assumptions, use different calculation 
techniques, present differently the output data, and if the results 
obtained using these two major independent modeling tools 
are in agreement, then there is a good reason to believe that 
the obtained information is accurate and trustworthy. Today’s 
powerful and flexible computer programs enable us to obtain, 
within a reasonable time and at a reasonable cost, a solution to 
almost any modeling problem, but should not an independent 
modeling technique be also considered and employed to make 
sure that it is also the solution? The "old-fashioned" analytical 
("mathematical") modeling that has existed in applied science 
and engineering for hundreds of years still occupies, in today’s 
computer simulation era, a very special and important place: it 
often enables obtaining relationships that explain the physics 
of phenomena and, particularly, various paradoxical situations 
better than computer simulations or even experimentation could. 
As Heinrich Hertz (1857-1894), the famous German physicist, 
had put it, “mathematical formulas have their own life, they 
are smarter than we, even smarter than their authors, and often 
provide more than what has been expected from them.” A good 
analytical model should be based on simple relationships, clearly 
indicating the role of the major factors affecting the design, the 
technology, the object, the structure or the system of interest. 
Critical requirements for an effective analytical model are 
simplicity, clear physical meaning. As Einstein had indicated, 
"it can scarcely be denied that the supreme goal of all theory is 
to make the irreducible basic elements as simple and as few as 
possible without having to surrender the adequate representation 
of a single datum of experience." He also indicated that 
"external justification and internal perfection", i.e., suitability 
for being verified experimentally and, in addition, possess 
attractive mathematical appearance. One authority in applied 
physics remarked, also in jest, of course, that "the degree of 
understanding a physical phenomenon is inversely proportional 
to the number of variables used for its description" and that "a 
formula longer than an inch is most likely wrong". These funny 
statements are exaggerations, of course, but the well-known 
Hooke's law σ=Eε (1678) in the strength-of-materials, second 
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the thermally induced inelastic zones, if any, at the end portions 
of long-and-stiff enough soldered interfaces in bi-material 
assemblies experiencing thermally induced loading in shear: 
solder joint interconnections, especially lead-free, are, as is 
known, the bottleneck of the reliability of materials and structures 
in modern electronics and photonics reliability engineering. The 
predictions based on this formula are in excellent agreement 
with the experimental and finite-element-analyses (FEA) data. 
Empirical relationships, such as the numerous experimental 
Coffin-Manson's type ones, widely employed today in electronics 
and photonics reliability engineering practice to assess the useful 
lifetime of solder-joint interconnections, are certainly helpful, 
but their structure and particularly the non-integer exponents 
in the experimentally obtained expressions for the time and/or 
the number-of-cycles-to-failure clearly indicate on the lack of 
understanding the underlying reliability physics in this field of 
microelectronics and photonics engineering.

PN Junction in IC Devices: Predicted Reliability 
Modified Boltzmann-Arrhenius-Zhurkov (BAZ) constitutive 
model (see, e.g, [67]) is applied in this analysis to predict the 
reliability of the PN junction in integrated circuits (ICs). The BAZ 
model accounts for the impact of physical defects and process 
variations on the stress-free activation energy. This energy is 
viewed here as the semiconductor material's critical reliability 
property. The probability of non-failure and the corresponding 
mean-time-to-failure (MTTF) can be evaluated from the failure-
oriented-accelerated-testing (FOAT) whose experimental data 
are interpreted using the multiparametric BAZ model obtained 
as a generalization of the model

0
0 exp U
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(1)

suggested about sixty years ago by Zhurkov and his associates in 
the experimental fracture mechanics. This model is an extension 
of the Arrhenius’ model
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in the theory of chemical reactions. Model (2) is formally similar 
to Boltzmann's equation in the thermodynamic theory of gases. 
The following notation is used in these equations: τ is the mean-
time-to-failure (MTTF), τ0 is the time constant, k = 8.617333ˣ10-
5 eV/K is the Boltzmann constant, T is the absolute temperature, 
kT is the thermal energy, U0 is the activation energy (the term 
was introduced by Arrhenius), and γ is the stress sensitivity 
factor. In Zhurkov’s tests, the loading σ was always a constant 
mechanical tensile stress applied to notched specimens. The 
effective activation energy

0
0
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τ
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in Zhurkov's model (1) decreases with an increase in the 
applied stress σ. Zhurkov and his associates used this model 
to determine fracture toughness of numerous materials 
experiencing combined action of an elevated temperature and 
external mechanical loading. In their interpretation, while the 
elevated temperature affects the degradation process (long-term 
strength), the external loading affects fracture toughness (short-
term strength) of the material. Zhurkov’s model was recently 
extended and modified in application to various electronics and 
optical materials, assemblies, packages, and systems. It has been 
suggested that various stressors (stimuli) of importance, such as 
voltage, current, thermal stress, humidity, vibrations, ionizing 
radiation, light output, etc., and their relevant combinations could 
be considered as appropriate stressors. It has been suggested 
also that such a modified and an extended multi-parametric 
BAZ model are employed to quantify the outcome of a failure-
oriented-accelerated-testing (FOAT). This highly focused and 
highly cost-effective testing is aimed, first, on understanding the 
physics of failure, but enables also, using the multi-parametric 
BAZ model and the well-known exponential law of reliability, 
to assess the probability
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of non-failure of the devices under test. In this formula, γi are 
the sensitivity factors for stressors. In addition, having in mind 
FOAT applications, it has been suggested that the time ratio τ/τ0 
in the above formula is replaced by an expression that considers 
the role of time and an appropriate measurable physical quantity 
that could be considered as a suitable characteristic of the degree 
of degradation of the material or the device under test and 
monitored during the FOAT process. If, e.g., leakage current is 
employed in this capacity, then the equation (4) could be written 
as
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Here t is time, I_* is the level of the leakage current considered as 
an indication of degradation and failure and γ_I is the sensitivity 
factor of the current-time product. In the analysis that follows, 
the BAZ model is used to assess the reduction in the stress-free 
activation energy. The analysis is conducted in application to 
the integrated circuit (IC) failures caused by physical defects 
and process variations (Fig. 1). The IC yield in such an effort 
could be measured using the existing yield models. The BAZ 
model is further modified here for the application of interest. 
It is considered that the stress-free energy U0 is affected by 
physical defects and process variations that reduce this energy 
and, hence, the IC yield (0 ≤ Y ≤ 1). Then, the expression for the 
effective activation energy is assumed as

0
0

ln .U kT YUτ γσ
τ

= = −
                                              

(6)
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If the applied voltage V is considered as a physically meaningful 
stressor, then the equation (5) for the probability of non-failure 
can be presented as

0
*exp exp V

I
YU VP I t

kT
γγ

 − = − −                                      
(7)

1The equation makes physical sense. Indeed, the probability of 
non-failure decreases with time, temperature, leakage current, 
and the applied voltage and is higher for a larger stress-free 
activation energy. The yield loss associated with

Figure 1: Point and lithographic Defects in an Integrated Circuit 
Chip

Each physical defect or process variation type can be estimated, 
particularly, by the yield model suggested by Stamenkovic and 
Stojadinovic [6]. The equation (7) for the probability of non-
failure contains three unknowns: two sensitivity factors,γ_Iand 
γ_V, and the activation energy U0. These unknowns could be 
found from the FOAT equation. Testing should be conducted in 
two steps. At the first step, testing should be carried out for two 
temperature levels, T_1  and T_2, while keeping unchanged the 
effective energy (6) in the numerator of the equation (7). Then 
this equation yields:

0
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where P1 and P2 are the percentages of non-failed specimens at 
the testing times t1 and t2, respectively. The following formula
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can be obtained for the sensitivity factor γ_I. Here
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At the second step of FOAT, the temperature T should be kept 
the same, but the voltage V should be changed. Then the formula
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can be obtained for the sensitivity factor γV. Clearly, the n values 
are different at these two FOAT steps. After the sensitivity factors 
γI and γV are determined, the reduced activation energy YU0 can 
be evaluated from the second step of the FOAT as

1 2
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and the change in the probability of non-failure (PnF) with time 
can be found from (7) as

( ) ,
H PdP

dt t
= −

                                          		            
(13)

Were
H(P)=-P lnP 					              (14)

is the entropy of the distribution (7). The formula (13) explains 
the reliability physics underlying this distribution: the time 
derivative of the probability P of non-failure increases with an 
increase in the entropy (degree of uncertainty) of this distribution 
and decreases with time. The MTTF takes place, when the 
entropy (14) reaches its maximum value e-1. As evident from 
(14), this corresponds to the probability P of non-failure value, 
which is also P=e-1. The mean-time-to-failure (MTTF) is

0

*
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I
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I kT

γ
γ
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(15)

As a suitable experimental verification of the above model, we 
consider six critical processes typically responsible for the yield 
loss in the semiconductor technology practice: P+ diffusion, 
N+ diffusion, silicon-dioxide formation, contact formation, via 
formation, and metal layer formation. In-line yield measurements 
made on the corresponding test structures are presented in Table 
1.

Table 1: Yield Measurement Results
Critical process Yield (Y)

P+ diffusion 0.994
N+ diffusion 0.993
Silicon-dioxide formation 0.988
Contact formation 0.992
Via formation 0.989
Metal layer formation 0.995

Let, e.g., the leakage current of I ͙=0.5 µA be considered as 
definition of failure. Having in mind that the proposed model 
uses two stressors (temperature and voltage), we select two 
temperature and two voltage values to be applied (stressing the 
test structures) in two consecutive FOAT steps. The first FOAT 
step was conducted at the temperatures T1 = 250 C = 298 K and 
T2 = 500 C = 323 K, until a half of the measured test structures 
failed, so that P1 = 0.5 and P2 = 0.5. Now, the θ parameter can 
be calculated and is 2

1

323 1.0839.
298

T
T

θ = = =  The times necessary for 
the failure of a half of the measured test structures (a hundred 
samples) and the corresponding temperature sensitivity factor 
are shown in Table 2.

Table 2: Testing Times and Temperature Sensitivity Factor
Critical process t1 for T1 (h) t2 for T2 (h) γI (h-1µA-1)

P+ diffusion 2880 1072 168.7513
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N+ diffusion 2752 1024 177.3940
Silicon-dioxide 
formation 2008 752 223.6748

Contact formation 2600 960 207.4625
Via formation 2216 832 196.1586
Metal layer 
formation 2176 816 202.8924

Table 3: Testing Times and Voltage Sensitivity Factor
Critical process t1 for V1 (h) t2 for V2 (h) γV (eV/V)

P+ diffusion 36 2.5 0.18560
N+ diffusion 29 2 0.18608
Silicon-dioxide 
formation 15 1 0.18844

Contact formation 24 1.5 0.19293
Via formation 22 1.5 0.18688
Metal layer 
formation 23 1.5 0.18997

At the second FOAT step, testing was conducted at a temperature 
of T=500 C=3230 K, first at a voltage of V1 = 2.8 V and then at a 
voltage of V2 = 3.2 V. Testing was conducted until a half of the 
measured test structures (a hundred samples) failed (P1 = P2 = 
0.5). The times necessary for the failure of a half of the measured 
test structures and the corresponding voltage sensitivity factor 
are shown in Table 3. Then the equation (12) can be used to 
calculate the reduced and defect-free failure activation energies. 
These results are based on the measurement data and can be 
used for reliability predictions. The activation energies and 
mean-time-to-failure for two voltage values are shown in Table 
4. Thus, a modified BAZ model that establishes the link between 
the yield and reliability (probability of non-failure) has been 
suggested. The proposed modification of the model considers 
the reduction of the stress-free failure activation energy caused 
by physical defects and process variations defining the yield as a 
correction parameter. The presented application example shows 
the first promising results. The next step will be to compare the 
model predictions with reliability test data from the field.

Table 4: Activation Energies and MTTF for Nominal and 
High Voltages

Critical process YU0 
(eV) U0 (eV)

MTTF 
for 1.5 V 

(h)

MTTF 
for 2.8 V 

(h)
P+ diffusion 0.7531 0.7576 302103 52
N+ diffusion 0.7498 0.7551 248896 42
Silicon-dioxide 
formation 0.7445 0.7535 143735 22

Contact formation 0.7681 0.7743 283645 35
Via formation 0.7471 0.7554 195963 32
Metal layer formation 0.7580 0.7618 236712 33

Human-in-The-Loop (Hitl) Concept, Its Role, Signifgicance, 
Attributes
Probabilistic Predictive Modeling (PPM) Approach
The outcome of a space mission must be quantified to assure 
its success and safety, and since nobody and nothing is perfect, 
and the probability of human and the equipment/instrumentation 

failure is therefore never zero, such quantification should be 
done on a probabilistic basis. Probabilistic predictive modeling 
(PPM) enables evaluating, assuring and, when necessary 
and appropriate, even specifying the adequate (low enough) 
probability of failure of a mission or an off-normal situation, 
when the performance of the never-perfect human, never- 
100% - reliable equipment/instrumentation (both its hard- 
and software), not always 100% -predictable response of the 
object of control- the spacecraft-, usually uncertain and often 
harsh environment, and the interactions (interfaces) of these 
uncertainties contribute jointly to the outcome of a mission or 
of an extraordinary situation. An important aspect of the role 
of HF in making an outer space mission successful and safe is 
considered in this analysis: the effect of the astronaut’s HCF 
and his/her SoH on his/her performance, such as, say, the 
likelihood of making a human error (HE). Our objective is to 
show that the suggested DEPDF can be effectively employed 
to do that. The “old fashioned” analytical (“mathematical”) 
modeling is used in our PPM. Analytical modeling occupies a 
special place in today’s modeling effort, when most quantitative 
analyses use computer simulations. In the author’s opinion and 
experience, analytical modeling should always be considered, 
whenever possible, in addition to computer simulations, in every 
critical modeling effort: these two modeling approaches are 
based, as a rule, on different assumptions and employ different 
calculation techniques, and if the results obtained using these 
two approaches in the problem of interest agree, then there is a 
good reason to believe that these results are sufficiently accurate 
and trustworthy.

Double-Exponential-Probability-Distribution-Function 
(Depdf) as the Governing Equation of the Hitl Concept
The DEPDF [75] could be introduced in many ways, depending 
on the attributes of the problem of interest. In this analysis we 
suggest a DEPDF that enables evaluating the impact of three 
major factors, the MWL G, the HCF F and the time t (always 
affecting the astronaut’s performance and sometimes even his/
her health), on the probability of human non-failure (HnF). With 
this objective in mind, this probability is sought as follows:

2 2

* 0 * *2 2
0 0

( , , ) exp 1 exp 1h
S T

G FP F G S P S t T
G F

γ γ
    

= − − − −    
                

(16)

Here P0 is the probability of the human non-failure (HnF)) at the 
initial moment of time and at a sufficiently low level of the MWL 
(G=G0) S* is the threshold (acceptable level) of the supposedly 
continuously monitored/measured and possibly cumulative, 
effective, indicative, even multi-parametric human health 
characteristic (“symptom”), such as, e.g., body temperature, 
arterial blood pressure, oxyhemometric determination of 
the level of saturation of blood hemoglobin with oxygen, 
electrocardiogram measurements, pulse frequency and fullness, 
frequency of respiration, measurement of skin resistance that 
reflects skin covering with sweat, etc. (since the time t and the 
threshold S* enter the above expression as a product S* t, each of 
these parameters has a similar cumulative impact on the sought 
probability); γs is the sensitivity factor for the symptom S* and/
or the time t and/or their product S* t; the G>G0 is the actual 
(elevated, off-normal, extraordinary, possibly time-dependent) 
MWL; G0 is the MWL in ordinary (normal) operation conditions; 
T* is the mean time to error/failure (MTTF/MTTE); γT is the 
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sensitivity factor for this time; F>F0 is the actual human-capacity-
factor (HCF) exhibited or required in a particular condition of 
importance; and F0 is the most likely (normal, specified, ordinary) 
HCF. There is a certain overlap between the levels of the HCF 
F and the T* value, which has also to do with human quality 
and performance. The difference is that the time T* is viewed 
here as a short-term characteristic of the astronaut’s performance 
that might be affected, first of all, by his/hers personality and 
susceptibility to various influences, while the HCF is a long-term 
human characteristic, such as education, age, experience, ability 
to think and act independently, or, if necessary, as a team player, 
etc. (see the HCF dedicated section below). The MTTF   might 
be determined for the particular individual by using a highly 
focused failure oriented accelerated testing (FOAT) on a flight 
simulator (whatever the appropriate definition of failure in such 
testing might be decided upon), while the factor F , which should 
also be quantified, cannot be evaluated experimentally on a flight 
simulator, and special methodologies and specifications should 
be developed to establish the adequate HCF nomenclature, 
levels and even the appropriate units. It goes without saying that 
MWL and HCF should be expressed in the same, preferably, 
dimensionless, units. It is noteworthy that while the P0 value is 
defined in this analysis as the probability-of-nonfailure (PnF) at 
a very low MWL level G, it could be determined and evaluated 
also as the probability-of-nonfailure PnF for a hypothetical 
situation, when the HCF F is extraordinarily high, i.e., for an 
astronaut who is exceptionally highly qualified (like, say, 
Captain “Sully” in the famous “miracle-on-the-Hudson” event), 
while the MWL G is still finite, and so is the operational time t. 

The function (16) has a “nice” symmetric form. It reflects, in 
effect, the role of the “objective”, “external”, short-term “mental-
workload (MWL) + state-of-health (SoH)” impact 
as well as the role of the “subjective”, “internal”, long-term 
“human-capacity-factor (HCF),” human-error” (HE)” impact 
factor  The rationale behind the structures of these 
expressions is that the level of the MWL could be affected by 
the human’s “state-of-health (SoH) symptom” S*. The same 
individual might experience a higher MWL, which is not 
only different for different individuals (it is well known that 
highly qualified and highly experienced individuals experience 
considerably lower subjective MWLs), but might be quite 
different depending on the particular astronaut’s current, short-
term, SoH, while the HCF, although could also be affected by 
the state of his/her SoH, affects indirectly the likelihood of a 
human error (HE) occurrence. In our approach the role of a 
possible HE in the long run is considered by the mean time 
to error (MTTE)  T*, since HE is, in effect, a failure in his/her 
error-free performance process, and the MTTE is, in effect, 
the mean-time-to-failure (MTTF) in this process. When the 
human’s qualification is exceptionally high, the likelihood of 
an error is still and most likely low, regardless of the objective 
external conditions reflected by the MWL. Thus, in this 
analysis the “external” E=MWL+SoH factor is viewed as a 
short-term characteristic of the human performance, while the 
“internal” factor I=HCF+HE is a more permanent, a long-term 
characteristic of the human capacity factor HCF and its role. It 
is also noteworthy that the human mind that has to do, of course, 
with MWL and his/her body are closely linked and that such 
links are different for different individuals and circumstances. At 
present this link and the role of state-of-health (SoH) are far from 

being well defined and understood. The suggested formalism 
to consider this circumstance is therefore just a possible and 
a tentative way to account for such a link. Difficulties may 
arise on some occasions when the MWL and the SoH factors 
overlap. It is anticipated therefore that the MWL impact in the 
suggested formalism considers, to an extent possible, various 
most important influences other than the direct SoH related one.

Mental (Cognitive) workload (MWL) 
Measuring MWL has become, as is known, a key method of 
improving aerospace safety, and there is extensive published 
work devoted to the measurement of the MWL in aviation, 
both military and commercial. Similar approaches could be, of 
course, and are applied to astronauts. Navigator’s MWL can be 
measured using subjective ratings and/or objective measures. 
The subjective ratings during FOAT (simulation tests) can be, 
e.g., after the expected failure is defined, in the form of periodic 
inputs to some kind of data collection device that prompts the 
pilot to enter, say, a number between 1 and 10 to estimate the 
MWL every few minutes. There are also some objective MWL 
measures, such as, e.g., heart rate variability. Another possible 
approach uses post-flight questionnaire data: it is usually easier 
to measure the MWL on a flight simulator than in actual flight 
conditions. In a real aircraft, one would probably be restricted to 
using post-flight subjective (questionnaire) measurements, since 
a human psychologist would not want to interfere with the pilot’s 
work. Given the multidimensional nature of MWL, no single 
measurement technique can be expected to account for all the 
important aspects of it. In modern military aircraft, complexity 
of information, combined with time stress, creates significant 
difficulties for the pilot under combat conditions, and the first 
step to mitigate this problem is to measure and manage the 
MWL. Current research efforts in measuring MWL use psycho-
physiological techniques, such as electroencephalographic, 
cardiac, ocular, and respiration measures to identify and predict 
MWL levels. Measurement of cardiac activity has been also a 
useful physiological technique employed in the assessment 
of MWL, both from tonic variations in heart rate and after 
treatment of the cardiac signal. Such an effort belongs to the 
fields of astronautic medicine and aerospace human psychology. 

Human Capacity Factor (HCF) 
HCF, unlike MWL, is a relatively new notion. HCF plays with 
respect to the MWL approximately the same role as strength/
capacity plays with respect to stress/demand in structural 
analysis and in some economics problems. HCF includes, 
but might not be limited to, the following major qualities that 
would enable a professional human to successfully cope with 
an elevated off-normal MWL: age; fitness; health; personality 
type; psychological suitability for a particular task; professional 
experience and qualifications; education, both special and 
general; relevant capabilities and skills; level, quality and 
timeliness of training; performance sustainability (consistency, 
predictability); independent thinking and independent acting, 
when necessary; ability to concentrate; awareness and ability to 
anticipate; ability to withstand fatigue; self-control and ability 
to act in cold blood in hazardous and even life threatening 
situations; mature (realistic) thinking; ability to operate 
effectively under pressure, and particularly under time pressure; 
leadership ability; ability to operate effectively, when necessary, 
in a tireless fashion, for a long period of time (tolerance to 
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stress); ability to act effectively under time pressure and make 
well substantiated decisions in a short period of time and in an 
uncertain environmental conditions; team-player attitude, when 
necessary; swiftness in reaction, when necessary; adequate 
trust (in humans, technologies, equipment); ability to maintain 
the optimal level of physiological arousal. These and other 
qualities are certainly of different importance in different HITL 
situations. It is clear also that different individuals possess 
these qualities to different degrees. Long-term HCF could be 
time dependent. To come up with suitable figures-of-merit for 
the HCF, one could rank, similarly to the MWL estimates, the 
above and perhaps other qualities on the scale from, say, one to 
ten, and calculate the average figure of merit for each individual 
and for a particular task. Clearly, MWL and HCF should use 
the same measurement units, which could be particularly non-
dimensional. Special psychological tests might be necessary 
to develop and conduct to establish the level of these qualities 
for individuals of significance. Human capacity factor (HCF), 
unlike mental/cognitive workload (MWL), is a relatively new 
notion in ergonomics engineering. HCF plays with respect to the 
MWL approximately the same role as strength/capacity plays 
with respect to stress/demand in structural analysis and in some 
economics problems. HCF includes, but might not be limited to, 
the following major qualities that would enable a professional 
human to successfully cope with an elevated off-normal MWL: 
age; fitness; health; personality type; psychological suitability 
for a particular task; professional experience and qualifications; 
education, both special and general; relevant capabilities and 
skills; level, quality and timeliness of training; performance 
sustainability (consistency, predictability); independent thinking 
and independent acting, when necessary; ability to concentrate; 
awareness and ability to anticipate; ability to withstand fatigue; 
self-control and ability to act in cold blood in hazardous and even 
life threatening situations; mature (realistic) thinking; ability to 
operate effectively under pressure, and particularly under time 
pressure; leadership ability; ability to operate effectively, when 
necessary, in a tireless fashion, for a long period of time (tolerance 
to stress); ability to act effectively under time pressure and make 
well substantiated decisions in a short period of time and in an 
uncertain environmental conditions; team-player attitude, when 
necessary; swiftness in reaction, when necessary; adequate trust 
(in humans, technologies, equipment); ability to maintain the 
optimal level of physiological arousal. These and other qualities 
are certainly of different importance in different human-in-the-
loop (HITL) situations. It is clear also that different individuals 
possess these qualities in different degrees. Long-term HCF 
could be time dependent. To come up with suitable figures-
of-merit (FoM) for the HCF, one could rank, similarly to the 
MWL estimates, the above and perhaps other qualities on the 
scale from, say, one to ten, and calculate the average FoM for 
each individual and task. Clearly, MWL and HCF measurements 
should use the same units, which could be particularly non-
dimensional. Special psychological tests might be necessary to 
develop and conduct to establish the level of these qualities for 
the individuals of significance. 

Strange as it may sound, but the first person, who addressed what 
is known today as ergonomics science and even suggested the 
application of analytical (“mathematical”) predictive modeling 
in this body of knowledge, was the great Russian writer, count 
Leo Tolstoy [84]. In his November 5, 1910, letter (written just 15 

days before his death) to Russian Orthodox priest Father Dimitri 
Yegorovich Troitsky Tolstoy wrote: “I perfectly agree with you 
that humility is the greatest and most needful virtue. As I always 
say, man is like a fraction, in which the denominator indicates 
his opinion about himself. It is best for this denominator to be 
zero (complete humility), and it is terrible when it is augmented 
to infinity. In the first case, man has a true significance, whatever 
the denominator, but in the second case — none.” This definition 
is based, using today’s ergonomics terminology, on the HCF/
MWL ratio of the human capacity factor HCF to his/her mental 
(cognitive) workload MWL. This ratio can be considered even 
when human performance is viewed as a random variable and 
is a time dependent characteristic of a HITL random process 
characterized by its meantime-to-failure (MTTF) τ= HCF

MWL  and its 
failure rate 1 .MWL

HCF
λ

τ
= =  Then the well-known exponential law of 

reliability tp e λ−=  can be applied to determine the probability of 
non-failure of a critical random HITL process [85].

Conclusions and Future Work
While some kind of predictive modeling should always be 
considered and conducted prior to and, when possible and 
appropriate, also during HALT or FOAT of an CSS of importance, 
the “old-fashioned” analytical modeling, and, preferably, the one 
of the probabilistic-design-for-reliability (PDfR) type, should 
always complement computer simulations: these two major 
available modeling tools are based on different assumptions and 
use different calculation techniques, and if the results obtained 
using these tools agree, then there is a good reason to believe 
that the obtained data are sufficiently accurate and trustworthy. 
In connection with the approach taken it is noteworthy also that 
not every model needs prior or even posterior experimental 
validation. In the author’s view, the structure of our governing 
models does not. Just the opposite: this model should be used 
as the basis of the FOAT to establish the MWL, HCF, and 
various human errors (HE) through the corresponding observed 
and recorded MTTF and his/hers SoH at normal operation 
conditions and for a navigator with regular skills and of ordinary 
human capacity. These experiments could be conducted, e.g., 
on a flight simulator using various specially developed testing 
methodologies. Being a probabilistic, not a statistical model, 
the approach should be used to obtain, interpret and accumulate 
relevant statistical information. Future work should address 
other suitable and possible applications of the concepts and 
approaches addressed, and should include, particularly, the 
development of practical methodologies for evaluating, in 
addition to the probabilities of the field failures, also, when 
possible and appropriate, the ultimate acceptable (specified) 
risks of such failures for critical products, technologies and 
applications, both within and even beyond the CSS fields. 
This should be done considering, in addition to the predicted 
probabilities of the possible field failures, also the likelihoods 
of the consequences of such failures, times to market and cost 
effectiveness, having in mind that although the never-zero 
probabilities of the field failures cannot be high, of course, such 
probabilities should not be lower than necessary, but should be 
adequate for the given critical system, product and application: 
products that “never fail” are, as a rule, much more expensive 
than they could and should be. 
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